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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.835 [1].
2
References

[1]
3GPP TR 33.835
3
Rationale

This contribution proposes an evaluation to solution #13 AKMA authentication via the control plane.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.835 [1].
***
BEGIN CHANGES
***

6.13
Solution #13: AKMA authentication via the control plane

6.13.1
Introduction
This solution addresses KI#1, KI#2, KI#3 and KI#4.

In GBA [2], the bootstrapping (i.e. authentication to get a fresh master key Ks) requires only IP connectivity between the UE and BSF. While that means that GBA is access independent it also means that UEs need to support an additional authentication mechanism to run the AKMA bootstrapping compared to the access authentication mechanism. In case a UE has 5G connectivity, over 3GPP or non-3GPP access, it would be useful if the UE could re-use the access authentication mechanism to run AKMA bootstrapping via the control plane. 

With re-use of access authentication mechanism it is not meant to run primary authentication for AKMA purposes as this would interfere with the serving network authentication policy and serving network keys. Instead, the intention is to re-use the access authentication mechanism (as much as possible) in order to perform an independent AKMA authentication run with the purpose to produce an AKMA anchor key in the UE and home network AKMA anchor function (AAuF). Therefore, this solution is also independent of the key hierarchy resulting from the primary authentication. 

On high level this solution works in the following way:

-
UE sends an AKMA authentication request over NAS to AMF/SEAF.

-
The AMF/SEAF recognizes that the request is about AKMA authentication and finds the correct home network entity, AAuF, and sends an AKMA authentication request to AAuF. 

-
AAuF contacts the UDM to get authentication vector for AKMA purposes.

-
UDM provides authentication vector for AAuF and indicates the authentication method.

-
AAuF performs 5G AKA or EAP-AKA’ for AKMA purposes with the UE via the AMF/SEAF. Authentication messages between the UE and AMF/SEAF are sent over NAS.    

-
At the end of a successful AKMA authentication the UE and AAuF have a fresh AKMA anchor key KAKMA.
6.13.2
Solution details
6.13.2.1
Architecture and reference points

The AKMA architecture includes two new Network Functions:

· The AKMA Authentication Function (AAuF), and

· The AKMA Application Function (AApF).

The AAuF is the authentication anchor that provides UE authentication services. The AAuF is responsible for authenticating the UE, generating the key material to be used between the UE and the AApF and maintaining a UE AKMA context to be used for subsequent requests from AApFs and hence possibly avoiding a full re-authentication run. 

The AAuF interacts with the UE over the control plane via AMF/SEAF. The AAuF interacts with the UDM/ARPF, AMF/SEAF and the AApF using Service-Based Interfaces.

The AApF is the function that benefits from the AAuF authentication services. The AApF interacts with the UE over the a2 reference point and whenever needed requests keying material from the AAuF via Service-Based Interfaces.

Figure 6.x.2.1-1 below illustrates the proposed architecture 
Figure 6.13.2.1-1: AKMA reference architecture

6.13.2.2
Procedures

6.13.2.2.1
Initiation

In order to be able to secure the communication using AKMA, the UE and the AApF must first agree on its use. The procedure for negotiating the use of AKMA is given in Figure 6.3.2.2.1-1. The procedure is initiated by the UE sending a Request message not including any AKMA parameters and concluded by the AAuF sending an AKMA authentication required message. This is based on the GBA initiation procedure described in clause 4.5.1 of TS 33.220 [2].
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Figure 6.13.2.2.1-1: Initiation procedure
6.13.2.2.2
AKMA authentication with EAP-AKA’

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of EAP authentication server

Since the UE will not be authenticated by the serving network the AAuF does not send any key material to the AMF/SEAF.
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Figure 6.13.2.2.2-1: Authentication procedure

The AKMA authentication procedure is initiated by the UE sending an AKMA authentication request message to the AMF/SEAF over NAS. 

The AMF/SEAF recognizes that the request is about AKMA authentication, determines the correct AAuF and sends an AKMA authentication request to the AAuF.  

The AAuF requests AV for AKMA purposes from the UDM/ARPF.

UDM provides authentication vector to the AAuF and indicates the authentication method. 

The AAuF triggers the EAP authentication procedure by sending an EAP request / AKA’ challenge to the AMF/SEAF.  

The AMF/SEAF forwards the EAP request / AKA’ challenge to the UE over NAS.

The UE processes the EAP request / AKA’ challenge and, if successful, sends EAP response / AKA’ challenge over NAS to the AMF/SEAF.  

The AMF/SEAF forwards the EAP response / AKA’ challenge to the AAuF. 

The AAuF verifies EAP response / AKA’ challenge and, if successful, derives the AKMA anchor key KAKMA. 

The AAuF sends an EAP success, temporary identifier pointing to KAKMA. and a validity time to the AMF/SEAF. 

The AMF/SEAF forwards the EAP success, temporary identifier and validity time to the UE over NAS.

Upon receiving the message from the AMF/SEAF, the UE derives the AKMA anchor key KAKMA.

The temporary identifier is used by the UE for subsequent requests towards AApFs as long as the validity period has not elapsed.

6.13.2.2.3
AKMA authentication with 5G AKA

The procedure for running 5G AKA for AKMA purposes is described below. The AAuF terminates the 5G AKA authentication in the network side. It should be noted that since the UE will not be authenticated by the serving network, the AAuF does not send the 5G SE AV to the AMF/SEAF, but instead the AAuF processes the 5G HE AV and 5G SE AV itself. Also, the AAuF does not send any key material to the AMF/SEAF.
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Figure 6.13.2.2.3-1: Authentication procedure

The AKMA authentication procedure is initiated by the UE sending an AKMA authentication request message to the AMF/SEAF over NAS. 

The AMF/SEAF recognizes that the request is about AKMA authentication, determines the correct AAuF and sends an AKMA authentication request to the AAuF.  

The AAuF requests AV for AKMA purposes from the UDM/ARPF.

UDM provides authentication vector to the AAuF and indicates the authentication method. 

The AAuF triggers the 5G AKA AKMA authentication procedure by sending the RAND and AUTN to the AMF/SEAF.  

The AMF/SEAF forwards the RAND and AUTN to the UE over NAS. 

The UE processes the RAND and AUTN and, if successful, sends RES* over NAS to the AMF/SEAF.  

The AMF/SEAF forwards the RES* to the AAuF. 

The AAuF verifies RES* and, if successful, derives the AKMA anchor key KAKMA. 

The AAuF sends a result indication, temporary identifier pointing to KAKMA. and a validity time to the AMF/SEAF. 

The AMF/SEAF forwards the result indication, temporary identifier and validity time to the UE over NAS.

Upon receiving the message from the AMF/SEAF, the UE derives the AKMA anchor key KAKMA.
The temporary identifier is used by the UE for subsequent requests towards AApFs as long as the validity period has not elapsed.

6.13.2.2.4
Usage

Once the UE has been successefully authenticated by the AAuF, the UE has the necessary keying material to establish secure communication with any AApF. In order to do that, the UE derives the application key KAF using the AApF identifier (FQDN) and possibly other parameters and supplies its temporary identifier to the AApF. The AApF then retrieves the the application key from the AAuF.
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Figure 6.13.2.2.4-1: Usage procedure

6.13.3
Evaluation

This solution addresses KI#1, KI#2, KI#3 and KI#4. The solution includes a proposal for an authentication framework (KI#4) which includes an anchor function (AAuF, KI#1) and it proposes the use of control plane as a transport independent (KI#3) mutual authentication procedure (KI#2). The mutual authentication procedure is initiated by the UE using NAS messages which indicate that the NAS messages carry AKMA authentication messages; nevertheless the procedure in the 5GC is similar to the primary authentication (with two methods, 5G AKA and EAP-AKA') with the difference that the AKMA anchor function (AAuF) plays the role of the AUSF.  
The solution has potential impact on the following parts of the system:

· AMF: The AMF needs to process new NAS messages with the indication that the messages are to be used for AKMA authentication procedure. The AMF needs to to interface the potential new NF (AAuF) that plays a similar role as the AUSF in primary authentication.  
· Potentially new NF: A new network function AAuF, may need to be developed which interfaces with the AMF and can invoke the related SBA-based interfaces of the UDM/ARPF. 

· UDM/ARPF: The UDM/ARPF may require distinguishing and possibly recording the network function which requests authentication. 

· UE: New NAS messages with AKMA authentication procedure indication. The AKMA authentication procedure on the UE is similar to the primary authentication.  

The advantages of this solution are:

· Minimal impact on the core network side: only the AMF and UDM potentially needs to be updated with minor updates.
· Minimal impact on the UE. The UE uses the existing NAS protocol for mutual authentication 
· The solution is not dependent on internal keys such as KAUSF, KSEAF for the KAKMA derivation and therefore has a reduced complexity for the management of the anchor key KAKMA. 

The disadvantages of this solution are: 

· A new authentication procedure on the 5GC
***
END OF CHANGES
***
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